Windows XP

Antes de mais é necessério que descarregue o ficheiro SecureW2 do site http://www.securew?.com ou do

servidor pauta.fe.uc.pt através da Intranet (ver Acesso e instalacao de Software através da rede deste
manual).

Para instalar esta aplicagédo com sucesso, deve aceitar todas as op¢des que lhe sdo apresentadas e carregar
sempre em “Seguinte” ou “Next”. No final deve reiniciar o computador.
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] wireless networks detected

One or more wireless networks are in range of this computer,
To see the list and connect, click this message
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Figura A

Depois de iniciar, sera visivel o icone das redes sem fios na barra Iniciar junto ao relégio. Deve pressionar com o
botao direito do rato e ir a View Available Wireless Networks, como mostrado na Figura B. Também pode ir
a My Network Places, escolher View network connections da barra lateral, carregar com o botao direito do
rato no icon Wireless Network Connection e escolher View Available Wireless Networks.
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Figura B

Surgira uma nova janela a pedir para escolher uma das redes detectadas, mas o utilizador deve ignorar isso e
carregar em Change advanced settings no fundo da barra lateral esquerda (ver Figura C).
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f@] Wireless Network Connection

Network Tasks

& Refresh network list

<2 Set up a wireless network
for a home or small office

Related Tasks

j/’ Learn about wireless
networking

¢ Change the order of
preferred networks

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more

information.

eduroam

i Security-enabled wireless network (WPA)

eduroam-guest

Unsecured wireless network
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Figura C

Na nova janela, escolha a aba Wireless Networks e carregue em Add.
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< Wireless Network Connection Propery{s

B[]

General :’ Wireless Networks éAdvanced

[¥]iUse Windows to configure my wirelesghetwork settings

Available networks:

To connect to, disconnect from, gffind out more information
about wireless networks in ranggf, click the button below.

[ View Wireless Networks

Preferred networks:
Automatically connect tgfavailable networks in the order listed

A PT-WIF (butgfhai [a] [ Moveu
R SpeedTougfi2FSDA4E [Automatic) "
R SpeedTofth3DASFC (Automatic) ||

el

[ Remove J[ Properties ]

| Add.

Learn about setting up wireless network
configuration

[ ok

][ Cancel ]

Figura D

Deve preencher os dados da nova janela como mostrado na Figura E:
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Wireless network properties

Association iAuthentication Connection

Network name (SSID): eduroam
Wireless network key

This network requires a key for the following:

Network Authentication: WPA

&l &]

Data encryption: [ TK|P

[] This is a computer-to-computer (ad hoc) network; wireless
access points are not used

[ OK ] [ Cancel

Figura E

Consulte a aba Authentication e certifique-se que as configuragdes ficam exactamente como na Figura F.
Depois pressione o botdo Properties, onde tera de configurar o software que comegou por instalar
(SecureW2), essencial para o funcionamento desta rede.
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Wireless network properties

| Association | Authentication | Connection

EAP type: {ééécureWZ %

Authenticate as computer when computer information is available

[T] Authenticate as guest when user or computer information is
unavailable
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Figura F



Surgird uma nova janela e tem de carregar no botao Configure.

SecureW2 Profile

@

SecureW?2

version 3.3.3

Profile ‘

Profile: | DEFALILT] v

[ Mew H Configure ]

[ OK ] [ Cancel

Figura G

A janela “SecureW2 Profile: DEFAULT” apresenta quatro abas. O utilizador deve configurar cada uma delas
como descrito de seguida.

,
SecureW2 Profile: DEFAULT

&
SecureW2

Connection Certificates | Authentication | User account

®Use anonymous outer identity

() specify outer identity:

Enable session resumption {quick connect) [ ]

[ OK ][ Cancel ]

Figura H

Na aba Certificates, coloque um visto em Verify server certificate, carregue no botdo Add CA e, da lista
apresentada, escolha o certificado cujo nome € apresentado na Figura I. De seguida va a Authentication.



SecureW2 Profile: DEFAULT

&

SecureW?2

ie_uj.lﬁig_r_n__J Certificates EAuthenticatioh | User account |
Verify server certificate /

Trusted Root C4: /

Thawte Premium Server CA I

[ Addca ﬁ[ Remave CA

[verify server name:

[ OK ][ Cancel ]

Figura |

Em Authentication devera manter o método de autenticacao como PAP.

SecureW2 Profile: DEFAULT

&

_SeELTreWZ

"Connection | Certificates } Authentication {User account |

Select Authentication Method: | PAP \jl
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Figura J



SecureW2 Profile: DEFAULT

\:.//
SecureW?2

Connection | Certificates | Authentication | User account |

Prompt user for credentials [
Username: | lopessilva@fe.uc.pt

Password: S0000OOSSS

Use this account to logon computer

OK J [ Cancel

Figura K

Por fim, em User account, devera deixar as configuracdes como estao na imagem acima, colocando o seu
endereco de correio electrénico no campo Username e a respectiva password no campo homénimo,
Concluida esta configuracéo, carregue em OK até todas as janelas se fecharem e ficar apenas a de nome
Wireless network properties (Figura L). V4 a aba Connection e assegure-se que estd um visto em

Connect when this network is in range.
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Wireless network properties

Association | Authentication | Connection

Automatic connection

Whenever this network is detected, Windows can connect
to it automatically.

[“]iConnect when this network is in range:

[ OK J [ Cancel

Figura L

Carregue em OK e podera verificar que, na lista das redes wireless, esta presente a mais recentemente
configurada, eduroam.



L. Witeless Network Connection Properties

General | Wireless Networks [-Advancedl

Use Windows to configure my wireless network settings

Available networks:
To connect to, disconnect from, or find out more information

about wireless networks in range, click the button below.
[ View Wireless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed

below:
1 eduroam [Automatic) A Move up
A PTWIFI [Automatic) lg
A SpeedTouch2FSDAE (Automatic)
A SpeedTouch3DASFC [Automatic) fv]

k Add... ;[ Remove ][ Properties ]

Learn about setting up wireless network

configuration.

ok || cancel |

Figura M

Carregue novamente em OK e, desde que o computador esteja numa area com cobertura wireless, estara

conectado a rede eduroam.

) wireless Network Connection is now connected  **

Connected to: eduroam
Signal Strength: Excellent

Figura N



