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Data analysis

For companies:
» Know users :
» Provide better services ©00862066
» Reduce fraud

For health organizations:
» Establish genetic correlations
» Monitor epidemia
» Take actions

DO

For users: your data, but not your data

)

» Accurate computations &
» Individual privacy
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Data anonymization

Name | Gender | Birth data | Zip code | Status
Ann F 12/01/1957 | 28000 Y
Bob M 25/06/1970 | 28006 X
Eve F 13/05/1953 | 28001 X
Tom M 06/11/1966 | 28001 Y




Data anonymization

Name | Gender | Birth data | Zip code | Status

bafkb F 12/01/1957 | 28000
kaaui M 25/06/1970 | 28006
jmbag F 13/05/1953 | 28001
cjhuf M 06/11/1966 | 28001

<X X<

Can infer Tom’s status from knowing
» Tom is in the database
» his gender, birth date, zip code



Data anonymization

Name | Gender | Birth data | Zip code | Status

bafkb F 12/01/1957 | 28000
kaaui M 25/06/1970 | 28006
jmbag F 13/05/1953 | 28001
cjhuf M 06/11/1966 | 28001

<X X<

Can infer Tom’s status from knowing
» Tom is in the database
» his gender, birth date, zip code

A real problem

» Uniquely identify >85% of individuals
» Adding noise does not help



Differential privacy
(Dwork, McSherry, Nissim, and Smith,2006)
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Differential privacy
(Dwork, McSherry, Nissim, and Smith,2006)

Bounded
ratio

A randomized algorithm K is (e, d)-differentially private w.r.t. ¢
iff for all databases Dy and D, s.t. ®(Dy, D»)

VS. Pr[K(Dy) € S] < exp(e) - Pri(D,) € S|+ 6



Differential privacy
(Dwork, McSherry, Nissim, and Smith,2006)

Bounded
ratio

A randomized algorithm K is (e, d)-differentially private w.r.t. ¢
iff for all databases Dy and D, s.t. ®(Dy, D»)

VS. Pr[lC(Dy) € S] < exp(e) - Pr[K(Dz) € S]+ ¢
Special case

If e ~ 0 and 6 = 0, then it suffices that for all databases D; and
D2 s.t. ¢(D1 , Dg)

Vx. PrIK(Dy) = x] ~ (1 + €) - PrIK(D2) = ]



Advantages of differential privacy

v

Mathematically rigorous

Many algorithms have a private and accurate realization
Mechanisms for achieving privacy via output perturbation
Composition theorems for private algorithms

v

v
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Differential privacy via output perturbation

Let f be k-sensitive w.r.t. ®:

d(a,d) = |fa—-fd| <k

Then a— Lap.(f(a)) is (k - ¢, 0)-differentially private w.r.t. ¢



Differential privacy by sequential composition

» If Cis (¢, 0)-differentially private, and
» \a. K'(a,b)is (¢,)-differentially private for every b € B,
» then \a. K'(a,K(a)) is (¢ + ¢, 0 + ¢')-differentially private

(e,0)-dpriv.—
S s
=7
- ' 0")-dpriv.—

(e+¢,5 + &)-dpriv



Application: noisy sums

function NoISYSuM;(a)

s=0;i=0;

while i < length(a) do
s=s+ali;
=i+ 1;

end;

s = Lap.(s);

return s

NoOISYSUM; is (b - €, 0)-differentially private



Application: noisy sums

function NOISYSUM»(a)
s=0;i=0;
while i < length(a) do

a = Lap.(a[f);

S=8+2;
i=i+1;
end;
return s

NoISYSuM; is (n- b - ¢, 0)-differentially private



Differential privacy beyond sequential composition

There is much more to differential privacy
Exponential mechanism
Optimal composition
Adaptive adversaries
Accuracy-dependent privacy
Also, many variants of differential privacy
Issues
» Proofs are intricate and may be wrong
» Proofs, when correct, are messy
» Hard to predict when altering an algorithm breaks privacy
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The Sparse Vector Technique

SparseVectory(a, b, M, N, d) :=
i=0;1=1);
us lLap.(0);A=a—-u;B=b+u;
while i < N do
q = A(l);
S & Lap, (evalQ(q, d));
if(ASS<BA|l|<M)thenl=i:1
i=i+1;
return /

IF all queries are 1-sensitive,

THEN algorithm achieves (v/Me, ¢ )-differential privacy
EVENIFM < N
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Probabilistic couplings

» Let ;11 and o are distributions over A
» Let 1 is a distribution over A x A

> wis acoupling of (i1, pi2) if w1 (1) = pg and mo(p) = po
Examples of couplings
» product distribution and optimal coupling

> U{(~|,1),(,177~|)} is a coupling of (U{1,,1},U{1771})
> U{(17,1)7(,171)} is a Coupling of (U{1,,1},U{17,1})

Benefits
» (Almost) no probabilistic reasoning
» Mechanizable
» Many proof techniques



Approximate couplings

» Let ;11 and uo are distributions over A
» Let ;1 and iz be distributions over A x A
> (g, pg)is an (e, 0)-coupling of (g1, o) if

> Ty (HL) = uq and Fz(ﬂﬂ) = H2
> Ac(p, p2) <0

Benefits

» (Almost) no probabilistic reasoning
» Mechanizable

» Composition theorems extend

» New proof techniques

» Extend to f-divergences




Approximate probabilistic Relational Hoare Logic

» Judgment
= {P} Ci ~es C2 {Q}

» Validity

vmy, mp. (my,mp) E P = ([c1] my, [co] mp) F QHD

» cis (¢, 0)-differentially private wrt @ iff

= {9} ¢~ C (=}



Proof rules

E {P} Ci ~es O {Q}
F{Q} ¢} ~vs ¢ {R}

F{P} C;¢{ ~ecresrs C2iCh {R}

E{PAne(1)} ¢ ~cs C {Q}
E{PA-e(1)} ¢ ~c5 Cc{Q}

E{P} ifethencielsec; ~.5 c {Q}

F{PAre)} c1 ~c5 ¢ {Q}
F{PA-eM)} . ~c5 G {Q}
P—e(l) = e’<2>

F {P} if ethency else ¢, ~. if € then c] else ¢, {Q}



Proof principles for Laplace mechanism
Making different things look equal

® 2 |er(1) — ex(2)| < K
F{®} y1 & Lap.(e1) ~k.co Yo & Lap(e) {y1(1) = y2(2)}

Making equal things look different

O] S e1(1> = eg<2>
E{®} y1 & Lap.(e1) ~keo Yo & Lap(e2) {y1(1) +k =y2(2)}

Keeping things the same, at no cost

yig FV(er) y2d FV(e2) V= y(1) —ye(2) = e(1) — e(2)

F{T} y1 & Lap.(e1) ~op0 Y2 & Lap.(ez) {V}
Pointwise equality

Vi.EA{®} ¢ ~eo G2 {x(1) =i
F{®} o1 ~eo G {X(1) = < )}




Coupling proof of sparse vector
Case b= +occand M =1
» (Coste): set A(1) +1 = A(2)
» By pointwise equality, must prove for all k

1) = k = 1(2) = k

» (Cost ) critical iteration / = k: set S(1) +1 = S(2), and
hence left test succeeds iff right test succeeds

» (Cost 0) iterations i < k: by sensitivity, |S(1) — S(2)| < 1,
therefore right test succeeds implies left test succeeds

» (Cost 0) iterations / > k: similar

General case

» Use new optimal subset coupling for critical iterations
» Use accuracy to ensure that noisy intervals are non-empty



Accuracy via union bound logics
» Judgment =5 {®} c{V}
» Validity: for every m, m |= & implies Prygjm[-V] < 8
Selected rules

Fo{ete{®} Fy {9} {¢"}
S {0} 0 O {07
Fe{dAre}c{V} Fzg{dA-e}c{V}
Fs {®}if ethen celse ¢’ {V}

1 1
— log [ =
ge©1) v=1log(3)

Fo {T}x & Lap.(e) {[x — e[ <~}




Further work

» probabilistic Hoare logic:

E {ntc{n'}

= better accuracy and randomized algorithms
» probabilistic relational Hoare logic (¢ = § = 0):

F{V} ¢ ~ ¢ {¢}

= cryptography and mechanism design
» proof-relevant probabilistic relational Hoare logic:

F{V}c ~ c {d}~cC

— convergence of probabilistic processes



Formalization
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138 Gitioaster (EBsyCrypt script Scripting )
Toothar g

isvec

Current goal. (remaining: 2)
Type variables: <none>
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U comriom (@) - 2eia 015 -

oftvare Institute and INRIA
5> Distributed under the terms of the CeCILL-C license

5> Standard Library (theories/s+/+.ec):

Distributed under the terms of the CeCILL-B License

GIT hash: chde5dadadae!7das6a135907cabs7ed6 e0669

Ui~ sresponses  ALLLI2  (EasyCrypt response)



EasyCrypt

v

Interactive proof assistant for probabilistic programs
Relational and non-relational program logics
Back-end to SMT solvers and CAS

libraries of common proof techniques (hybrid arguments,
eager sampling, independent from adversary’s view. . .)

v

v

v

Case studies

» encryption, signatures, hash designs, key exchange
protocols, zero knowledge protocols, multi-party
computation, verifiable computation. ..

» (computational) differential privacy
» mechanism design



Conclusion

» Fine-grained control key to “advanced” program verification
» Probabilistic RHL naturally models probabilistic couplings

» New perspectives on differential privacy and cryptography
(beyond high assurance)

» Privacy and cryptography are great application domains
(verified compilers, static analysis, synthesis...)



